Install FileNet Certificate

Installing FileNet Certificate

The FileNet P8 website, https://p8wsprod.ci.glendale.ca.us:9443/WorkplaceXT is a secure site. This site can be
accessed from any computer that has Internet access. It does not require you to have a VPN connection, but
what it does require is for you to have a valid certificate added to your internet browser. This certificate may be
obtained by contacting the FileNet help center. You could also download the certificate file from the city
website. Once you have this file, copy it somewhere on your computer where you have access. You will then
import the certificate using one the method listed below. Once imported, you may delete the certificate from
your computer.

Importing Certificate File
1. Start Windows Explorer and double click on the certificate from the location where you saved the file.
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2. Expand the Certificates dialog box to display the certificate that is stored on your computer. Double
click on the file.
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Install FileNet Certificate
3. The Certificate Information dialog box displays, click Install Certificate.

General | Details | Certification Path

@x’ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store,

Issued to: pawsprod.ci.glendale.ca.us

Issued by: p&wsprod.ci.glendale.ca.us

valid from 7/6{2010 to 7/6{2011

Install Certifﬁ' ate...

4. The Certificate Import Wizard starts, click Next.

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate stare.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains inFormation
used to protect data or to establish secure network
connections, A certificate store is the system area where
certificates are kept,

Ta continue, click Mext,
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Install FileNet Certificate
5. Select Place all certificates in the following store and click Browse to pick the store.
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Cettificate Store
Certificate stores are system areas where certificates are kept,
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() Automatically select the certificate store based on the bvpe of certificate
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6. Select the Trusted Root Certification Authorities, and click OK.
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Install FileNet Certificate
7. Once the Certificate store is selected, click Next

Certificate Import Wizard .

Cettificate Store
Certificate stores are system areas where certificates are kept,

‘Windows can automatically select a certificate store, or you can specify a location For
() Automatically select the certificate store based on the bvpe of certificate
(%) Plare all certificates in the Following store

Certificate store:

Trusted Root Certification Authorities

< Back ek = Canicel

8. Click Finish to complete the wizard.

Certificate Import Wizard

Completing the Certificate Import
Wizard

‘fou hawe successfully completed the Certificate Import
wizard,
‘ou have specified the Following settings:

Certificate Store Selected by User  Trusted Root Certific,
Conkent Certificate
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Install FileNet Certificate
9. You should get two warning screens indicating that you are importing a certificate, click Yes.

You are about to install a certificate from a certification authority (CA)
JA claiming to represent:

pdwsprod.ci.glendale.ca.us

Windows cannot validate that the certificate is actually from
"plwsprod.ci.glendale.ca.us”. You should confirm its origin by
contacting "p8wsprod.ci.glendale.ca.us”. The following number will
assist you in this process:

Thumbprint (shal): D1CFASS8 BO5SAEC27 3C655430 FG04DTFC 9DEE2CEL

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA, Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?
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Install FileNet Certificate
10. A confirmation screen will display the successful import, click Ok.

General | Details || Certification Path

Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store,

Certificate Import Wizard [z|

.
Issued to: l) The import was successful,

Issued by

valid from 7/6{2010 to 7/6{2011

Install Certificate. .|| | Issuer Stakement

11. The information concerning the certificate should display, indicating the time that the certificate will be
valid for. Click OK. You should be able to access the FileNet web site normally.

Certificate

General | Details || Certification Path

Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store,

Issued to: pawsprod.ci.glendale.ca.us

Issued by: p&wsprod.ci.glendale.ca.us

valid from 7/6{2010 to 7/6{2011

Install Certificate. .|| | Issuer Stakement
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Install FileNet Certificate
12. Click the red x in the corner to dismiss the dialog box.
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